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INTRODUCTION

A process with the features of dynamic chaos can be
utilized for carrying information, converting informa-
tion, and for both these functions at once. The conver-
sion of information with the use of chaotic signals is
referred to as chaotic encryption–decryption. It is
known that chaotic encryption can ensure a certain con-
fidentiality level of data transmission, i.e., solve the tra-
ditional cryptographic problem. Up to now, a number of
chaotic encryption algorithms and schemes have been
proposed and tested (see, e.g., [1–12] and references
therein) providing for different confidentiality levels.
Some of them employ the instable cycles of chaotic
systems, others are based on synchronization phenom-
ena. Such systems ensure a high level of information
protection, high speed of encryption, and a reliable
noise resistance.

This study continues the investigation of the crypto-
graphic method briefly described in [1]. The results
obtained there suggest that chaotic mapping is applica-
ble for the information encryption and transfer of the
hidden data. The proposed method holds promise for
conceptually new encrypting devices. It is based on the
known fact [12–14] that, for sufficiently general fami-
lies of 1D and N-dimensional maps, there exist periodic
perturbations that lead to stabilization of cycles of a
certain period and, therefore, set the system into a reg-
ular mode. Information can be encrypted on the basis of
the one-to-one correspondence of the symbol charac-
ters to the periods of stable cycles of a perturbed map.
Perturbations are used as signals to transmit informa-
tion, and the map function serves as the decryption key.

1. ENCRYPTION ALGORITHM

Most PC operating systems store information on
symbol characters in the form of the so-called ASCII
codes, which are three-digit integers belonging to the
interval [0; 255]. At the first stage of ciphering, it is nec-
essary to obtain the ASCII codes of all symbols con-
tained in the text to be ciphered, i.e., a sequence of
ASCII codes. Let the resulting sequence be a numerical
array composed of the ASCII code components. For
example, character “a” with the ASCII code 97 is rep-
resented by three elements 
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 = 0, 
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 = 9, and 
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 = 7 in
the array. After this, each element of the sequence 
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should be interpreted (in nonlinear dynamics terms) as
a period of a cycle performed by a certain dynamic sys-
tem, which is quantitatively characterized by a dynamic
variable. In order to avoid degenerated cycles (with a
period of 0) and stable points (with a period of 1), each
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 should be increased by two. Cycles with a period of
1 should be avoided because they do not change the
value of the dynamic variable 
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 = {
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}. The val-
ues of the control parameter  = {
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, …, 
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} that stabi-
lize such cycles can be repeated, thus, decreasing the
cryptographic resistance (resistance to code cracking)
of the system. In addition, figure one is encountered
more often than the other figures in a set of the ASCII
components.

The next step is to obtain a numerical sequence with
a length equal to the sum of all 

 

n

 

i

 

 (increased by two). It
is desired that such a sequence features the properties of
a random one. The constructed sequence of random
numbers is interpreted as a sequence of values of the
dynamic variable 

 

x

 

. Generation of such a sequence does
not involve an external random generator but is based
on several facts known from chaotic dynamics.
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The algorithm is constructed with the use of discrete
dynamic systems generated by mapping functions. A
specific feature of such systems is that they can change
their state only after a definite time period. For this rea-
son, the behavior of a discrete dynamic system is spec-
ified by a set of values of the dynamic variable, each of
which describes the state of the system at a certain time
step. The relations between the systems with continu-
ous time and the mapping functions are well known
[15–17].

Now the task is to make 

 

x

 

 vary in a cyclic manner.
The number of cycles should be equal to the number of
terms in the sequence of 

 

n

 

i

 

 (tripled number of charac-
ters in the text to be encrypted), and the cycle periods
should be equal to 

 

n

 

i

 

. This can be readily realized using
the theory described in [1].

Let us put the period of each stabilized cycle into
correspondence with a definite symbol character and
find the perturbation that stabilizes the cycle. Transmis-
sion of this perturbation to a detector will signify the
transmission of the corresponding character. The deci-
phering process consists in applying the received peri-
odic perturbation, which was used in the ciphering, to
the mapping function that is stored in the detector. As a
result, the dynamic variable of this mapping performs a
number of cycles. The periods of the stabilized cycles
determine the symbol character that has been received
via the communication channel. In this manner, the
received message is getting deciphered, with the
encryption key being evidently given by the type of the
mapping family.

2. CORRELATION ANALYSIS

Correlation analysis of the received ciphers is an
instrument that permits one to determine the degree of
predictability of the code sequence (which is directly
related to the security of the encryption method, i.e.,
the amount of computation required for code break-
ing).

The security of the encryption method largely
depends on the characteristics of the method applied to
generate pseudorandom numbers, this dependence
stems from the changes introduced into the pseudoran-
dom numerical sequence at the initial stage of cipher-
ing. It is of interest to analyze the sequences of dynamic
variable values containing the information on the num-
ber and parameters of the cycles to be performed. The
distribution of values in such a sequence is certainly not
uniform. We estimated its correlation with a uniform
sequence and the autocorrelation as well [15]. Then, we
studied the cipher itself by performing its autocorrela-
tion analysis.

Thus, the correlation analysis included the follow-
ing stages: (1) to find a relation between the distribution
function of the obtained sequence of dynamic variable
values and the uniform distribution law; (2) to perform
the autocorrelation analysis of the sequence of dynamic
variable values; and (3) to carry out the autocorrelation
analysis of the sequence of values of the control param-
eter (cipher).

We analyzed a sequence containing 9000 dynamic
variable values, which was obtained for an encrypted
message containing 1000 of the character “o.” Trans-
mission of the “o” character is the most vulnerable
operation in the encryption method described, since the
ASCII code of this character is 111. This signifies that,
when ciphering a message, information about the “o”
character will be contained in three sequential cycles
with the period 

 

n

 

i

 

 (= 1) + 2 = 3 and the repetition of
these cycles is especially undesirable. The corresponding
random numbers are integers from the interval (0; 10).
Satisfactory results obtained in this case will guarantee
an even higher protection degree for other symbol char-
acters enciphered by this method.

As a result of performing the first stage, we deter-
mined the correlation coefficient 

 

r

 

 = 0.0077 and
obtained the regression equation in the form 

 

y

 

 =
4.9322905 + 0.00499911509

 

x

 

. The mean value over the
sampling was 4.96478169. Hence, absence of correla-
tion can be confirmed.

The autocorrelation function obtained at the second
stage of the analysis was close to the delta function:
even at 

 

τ

 

 = 2, the function falls into the range (–0.02;
0.02) and does not go beyond its boundaries. This fact
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Fig. 1.

 

 Autocorrelation function; 9000 “o” (Latin) symbols
were coded.
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permits us to conclude that there is almost no autocor-
relation in the studied sequence.

It is worth noting that, for the chosen parameters of
the pseudorandom number generator, the probability of
an exact repetition of cycle in a sequence encrypting the
“o” character is equal to 1/64. However, it is rather dif-
ficult to predict the points of the next cycle from the
previous values, as follows from the results of the cal-
culations.

At the third stage of the correlation analysis,
numerical experiments were conducted for mappings
with quadratic and exponential functions. In both
cases, the autocorrelation function rapidly drops
nearly to zero just at the beginning (Fig. 1), with the
only difference being that, for the quadratic map-
pings, it strongly oscillates in the vicinity of zero.
Such oscillations influence the predictability of the
numerical values constituting the cipher. Therefore,
exponential mappings appear to be preferable for
encryption purposes.

3. CRYPTORESISTANCE ANALYSIS

The main quantitative characteristics of the crypto-
graphic resistance of a cipher are the cost of crypto-
graphic analysis and reliability of cryptanalytic tech-
niques in application to this cipher. The cost of cryp-
tographic analysis is usually characterized by the
amount of computation resources (time or number of
conventional calculation operations) expended for
realization of the algorithm, as averaged over the tried
cipher keys and decoded texts. The reliability of a
cryptanalytic technique is related to the probability of
decryption and characterizes the code-breaking
method. As far as any code-breaking technique
implies some uncertainty, for example, an incomplete
knowledge of keys, decryption can be achieved with
only a certain probability. Our aim now is to estimate
the cost of cryptographic analysis and the reliability of
a chosen cryptanalytic technique in application to the
method under investigation.

Let us choose a widely used cryptanalytic method of
the so-called exhaustive search, which implies a subse-
quent, random, and equiprobable testing of 

 

r

 

 keys taken
one by one from a set of keys 

 

K

 

. The search continues
until 

 

k

 

 keys have been tried, where 
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 = 
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 and 1 
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 is
the number of the first key that transforms the
encrypted text into a meaningful text or 

 

k

 

 = 
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 if this
event does not occur for any 
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≤
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.

In order to estimate the meaningful content of the
text after applying a subsequent key, it is convenient to
use the denotation 

 

H

 

0

 

 for an open text (initial,
decrypted) and 

 

H

 

1

 

 for a random text (meaningless). In
the probability model of the problem, the desired esti-

mate depends on the following errors: (1) 
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/
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)
is the probability of rejecting a meaningful text and
(2) 

 

β

 

 = 

 

P

 

(

 

H

 

0

 

/

 

H

 

1

 

) is the probability of mistaking a mean-
ingless text for a meaningful one.

Formally, the algorithm for calculating the cost of
cryptographic analysis can be presented in the form

where 

 

E

 

α

 

, 

 

β

 

 is the cryptanalytic cost, i.e., actually the
expected average of the random value 

 

e

 

 characterizing
the termination of search and 

 

r

 

 is the number of the
tried keys. The calculation results obtained within the
assumption of a faultless decision-making mechanism
(

 

α

 

 = 0, 

 

β

 

 = 0) are listed in the table. The left column
lists one of the parameters of the ciphering method: the
byte-to-coefficient ratio (the number of bytes allocated
for each value of the control parameter). The last col-
umn presents the cryptanalytic cost (in the units of
time) calculated with allowance for the computation
power of the present-day mainframes (approximately
1 instruction per 1 

 

µ

 

s).

The reliability of the algorithm is calculated using
the formula
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Parameters of the cost of the cryptanalytic attack

Byte/coeffi-
cient |K| Eα, β t(|E|)

1 227 226 67 s

2 251 250 30 years

3 275 274 6 × 108 years

4 299 298 1016 years

5 2123 2122 1.5 × 1023 years
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It is evident that, under the assumption of faultless
operation of the decision-making logics (α = 0, β = 0),
the reliability of the exhaustive search method is equal
to 1.

CONCLUSIONS

The results of this study support the expedience of
the further development of the encryption method
based on chaotic mappings. As the next step, we turn to

Fig. 2. Program messaging dialog box of the program.

Fig. 3. Program “Data” dialog box.
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practical implementation of the method. At present, a
web application has been designed, which permits
users to exchange encrypted text messages. The general
idea of this program can be understood from Figs. 2–4.

The advantages of the proposed method can be sum-
marized as follows: (1) each symbol character of the
alphabet can be enciphered by a subset or even an entire
region of a positive measure, (2) no preliminary syn-
chronization of the transmission–detection system is
required, (3) the method features a high cryptographic
resistance and high correlation performance, and
(4) the method is relatively simple and, hence, can be
readily implemented.
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